Realtor Scam Cheat Sheet — Quick Reference Guide

Practical steps to help protect you and your clients from common real estate scams.

Fraudulent Buyers (Fake Proof of Funds)

Verify proof of funds directly with the bank or lender when possible
Require ID and pre-approval before showings

Confirm earnest deposits through secure channels

Discontinue communication if documentation is avoided

Seller Impersonation (Listing Fraud)

Verify ownership through public records and title company

Request ID and compare with available public records

Confirm identity using a known or independently sourced phone number
Be cautious of remote-only sellers pushing urgency

Watch for requests to change wiring or payout instructions

Vacant Land Fraud

Verify ownership through public records and title company

Request video call or in-person ID verification

Consider sending a verification letter to the recorded owner address
Be cautious of fast, below-market transactions

Rental Listing Scams

Search for duplicate posts of your listings online

Advise renters not to send deposits via Zelle, Venmo, or QR codes

Work only with licensed agents and verified platforms

Watch for requests to move communication to WhatsApp or similar apps

Report fraudulent listings to the platform and, when appropriate, local authorities



Wire Fraud / Payment Scams

Never rely on emailed wiring instructions without verbal verification
Confirm payment instructions using a known, trusted phone number
Warn clients not to send funds based on last-minute changes

Be cautious of urgent requests involving money transfers

Break-ins After Showings

Double-check all locks and windows after showings
Recommend cameras or alarms for vacant listings
Do not leave visitors unattended in a property
Advise owners to inspect the property after showings

Personal Safety Threats to Agents

o Verify client identity before meetings

e Meet in public locations first—not vacant homes

o Use safety apps, buddy systems, or office check-ins

o Report harassment or threats to local authorities as appropriate
Report Suspicious Activity
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